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1
Decision/action requested

This paper provides a discussion of the possible methods of negotiating the algorithms for use between a UE and SgNB in EDCE5 and proposes a way forward on the solutions. 
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Rationale

The main open issue on EDCE5 is the method to negotiate the algorithms that will be used between the UE and SgNB. The proposals presented so far fall into two general categories, i.e., AS layer solution and NAS layer solution (although the latter will need to involve AS layer procedures). One point of agreement so far in SA3 (see S3-172078 [2]) is that there should be separate indication of the supported algorithms so that they can develop independently. 

For the AS layer solution, the approach proposed in S3-171998 [3] is as follows:
1) Include the UE’s NR security capabilities in the NR radio capabilities part of the UE radio capabilities – this information is supplied to the SgNB as part of the RAN procedures.

2) The SgNB chooses the security algorithms based on its local policy and the UE’s NR security capabilities.
3) The SgNB sends the chosen algorithms and the received UE’s NR security capabilities back to the UE via the MeNB.

4) The UE check the received NR security capabilities are the same as its own and if uses the selected algorithms with the SgNB.

This can be further simplified to the following:

1)
Include the UE’s NR security capabilities the UE radio capabilities (but not necessarily in the NR radio capabilities part but always included when the NR radio capabilities are included) – this information is included so that it can be understood by the MeNB
2)
The MeNB passes the UE’s Ne security capabilities to the SgNB.

3)   The SgNB chooses the security algorithms based on its local policy and the UE’s NR security capabilities and passes this choice back to the MeNB
4)
The MeNB sends the chosen algorithms and the received UE’s NR security capabilities back to the UE 
5)
The UE checks if the received NR security capabilities are the same as the ones it provided and it uses the selected algorithms with the SgNB.
The advantage of this proposal is that only the MeNB needs to be changed/upgraded for the current DC behaviour, i.e. it gets the security capabilities form the UE radio capabilities rather than being provided with them by the MME or previous eNB and it echoes back the NR security capabilities for bidding-down prevention purposes. 

While there have been several proposals for using the NAS (plus other signalling) to negotiate the algorithms to be used between the UE and SgNB in a similar way to legacy LTE there has been no concrete proposal so far. In particular, there has been no proposal to deal with legacy nodes (see example of issue with legacy eNB in TR 33.899 [4]). Mirroring the negotiation of LTE algorithms requires the following additions to get the information to the current MeNB (i.e. these additions do not address the bidding down protection or the legacy node part)
1) NAS messages

a. Changes to carry UE’s NR security capability in Attach Request
b. Changes to carry UE’s NR security capability in TAU Request (note: this would not need to go in all TAU Request, e.g. periodic ones)

2) S1-AP Message

a. Changes in S1-Initial Context Set-up

3) eNB to eNB messages at handovers

a. Changes in the Source eNB to Target eNB container

Dealing with the biding down could be done in at least one of three ways, e.g. 
1) Include the NR security capabilities in the NAS Security Mode Command as is done for the LTE algorithms

2) Use the Rel-14 ‘hashing method’ to provide bid down protection for the Attach and TAU Requests

3) Replay the capabilities in Attach Accept or TAU Accept messages

The first question for each is what about the error cases of the man-in-the-middle. For 1) this would mean that the NAS Security Mode Command should be rejected or the NR security capabilities being repeated in the NAS Security Mode Complete. For 2), if the hash of the NAS Security Mode Command is incorrect, then the supported algorithms will be this will be protected by the re-sending the Attach Request or TAU Request in the NAS Security Mode Complete, while for 3), it would mean sending the NR security capabilities in an Attach Complete or TAU Complete. From the above analysis, solution 2) seems to be the best option. 
There is one other issue to consider with the bidding down protection. The proposed method 2) does not work in pre-Rel-14 MMEs (and a similar case could be made for the other methods but with MMEs that do not support EDCE5). This means that the UE can never be entirely sure that the bidding down procedure has exactly worked, i.e. in the case of an integrity protected Attach Request or TAU Request, as the UE doesn’t know whether it is communicating with a EDCE5 capable MME or not. This does not seem to be a problem as a properly functioning network would not initiate EDCE5 with the UE having surely communicated its capabilities with a EDCE5 capable UE. An attacker exploiting this would need to forge an integrity protected RRC message and if this can be done, all security could be turned off on regular DRBs anyway. 

If the UE is handover from a legacy eNB or legacy MME, then it is possible that that the Target eNB does not have the UE’s NR security capabilities. This can be remedied in a similar way to anew eNB sends its LTE algorithms to the MME in a Path Switch to ensure that the UE’s supported algorithms have not been altered (by a compromised eNB for example). In this case, the Target eNB includes the UE NR Security Capabilities in the Path Switch message if it received any from the Source eNB and if these are not present or different from the one held in the MME, then the MME sends an S1-UE Context Modification to the eNB with the (corrected) UE NR security capabilities. The legacy MME problem is dealt with as at MME change, the Target MMME gets the algorithms in the TAU Request. So this requires the following additional S1-AP message changes:

2. S1-AP messages

b) Change in S1-Path Switch

c) Changes in S1-UE Context Modification

This causes a delay in being able to switch on the dual connectivity after coming from a legacy node in that the MeNB is not aware of the UE’s NR security capabilities until the S1-UE context modification arrives at the MeNB. This contrasts with the AS layer approach where all that is needed to start the dual connectivity is to have the NR radio capabilities which are needed for RAN purposes anyway. 

Furthermore, if there are MME impacts, then it may be necessary to add further changes (e.g. an RRC indicator) to ensure that an upgraded MME is selected by the eNB for this UE. 

In summary, the NAS layer negotiation requires modification of seven messages, plus support of the ‘hashing method’ for bidding down protection compared to two changes for the second AS layer solution (both of which involve only the UE and MeNB). Furthermore, the AS layer approach causes no delay when interacting with legacy nodes. Hence it is proposed that the second AS layer proposal is the method to be used to negotiate NR security algorithms for EDCE5.  
Companion contributions, S3-172373 [5] and S3-172374 [6], show the required changes to the specification text for the second AS solution and the NAS layer one. It is proposed SA3 agree S3-172373. 
It is further proposed that whatever decision is taken here SA3 inform RAN2, RAN3 and CT1 of the chosen method or state of discussion in an LS.
4
Detailed proposal

It is proposed SA3 agree S3-172373 [5].
